Using CSAF to
Respond to Supply
Chain Vulnerabilities
JOASISOPEN at Large Scale

Setting the standard for open
collaboration
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Attendees may submit questions using the Zoom question panel.
Q&A with panelists will take place at the end of the program.

This presentation will be recorded and available to members after the event.
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Speakers

Diane Morris, Cisco Justin Murphy, CISA Thomas Schmidt, BSI Omar Santos, Cisco



From Transforming the Vulnerability Management
Landscape blog post, published Nov 14, 2022

“By publishing security
advisories using CSAF,
vendors will dramatically
reduce the time required for
enterprises to understand
organizational impact and
drive timely remediation.”

— Eric Goldstein, Executive Assistant
Director of Cybersecurity, CISA
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Overview of software (un)affected by Log4j

CISA Logd4j (CVE-2021-44228) Affected Vendor & Software Lists

Contributing Guidelines

Creating a pull request

Software Lists
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Software overview
The Soliowing stanus labels are i

Status CVE 20200 Desription
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Challenges:
- Huge manual effort
« Still a manual comparison
« Possibly outdated

CISA Log4j

e « Not available for day-to-day operations
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Manual process



Manual Processes

1

Vendors

Produce and
publish human-

readable
advisories.

Severity

. critical
] nigh

medium

. low
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Manual Processes

1 2

Vendors Customer

Produce and Searches
publish human- websites for new

readable and updated
advisories. advisories.
Downloads them.

Severity

. critical
] high

medium

. low
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Manual Processes

1 2 3

Vendors Customer Customer

Produce and Searches Prioritizes the
publish human- websites for new vulnerabilities

readable and updated based on
advisories. advisories. criticality.
Downloads them.

Severity

. critical
] high

medium

. low
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Manual Processes

1 2 3 4

Vendors Customer Customer Customer

Produce and Searches Prioritizes the Affected
publish human- websites for new vulnerabilities products?

readable and updated lbased on Does risk
advisories. advisories. criticality. assessment.
Downloads them. Decides actions.

Severity

. critical
] high

medium

. low

YOASISOPEN (12 )



Manual Processes

1

Vendor Customer Customer Customer

Produces and Searches Prioritizes the Affected
publishes a websites for new vulnerabilities products?

human-readable and updated lbased on Does risk
advisory. advisories. criticality. assessment.
Downloads them. Decides actions.

Severity

. critical
] high

medium

. low
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Problems to Solve

e Many vendors — all with different formats
and distribution methods

e Number of security advisories is rising Scalability
e SBOM adds to overload
e Not every vulnerability can be exploited Exploitability
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What is CSAF?

Common Security Advisory Framework

e International, open and free standard

e Machine-readable format for security advisories (JSON)

& CSAF

e Standardized way of distribution security advisories
e Build with automation in mind
e Standardized tool set

e Successor of CSAF CVRF 1.2
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Example: CSAF Document

1 {
Document 2 "doa.:ment": {. . o

3 "title": "Cisco IOS and IOS XE Software Smart Install Remote Code Execution Vulnerability™,
4 "category": "Cisco Security Advisory",

5 "csaf_version": "2.0",

6 "publisher": {

7 "category": "vendor",

3 "contact_details": "Emergency Support:\n+l 877 228 7302 (toll-free within North America)\n+1 488
9 "issuing_authority”: "Cisco product security incident response is the responsibility of the Cisc
10 "name": "Cisco PSIRT",

11 "namespace"”: "https://www.cisco.com"
12 ¥
13 "tracking": {
14 "id": "cisco-sa-28188328-smi2",
15 "status": "final",
16 "version": "3.8.0",
17 "revision_history": [
18 {
19 "number"”: "1.8.0",
20 "date"™: "2818-83-28T15:17:857",
21 "summary"”: "Initial public release."”
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Example: CSAF Document

Product Tree

JOASISOPEN

"product_tree": {

"branches": [

{

"name": "Cisco",

"category": "vendor",

"branches™: [

{

"name": "IOS",
"category": "product_name”,
"branches": [
1
"name"™: "12.2S5E",
"category": "product_version",

"branches": [

1
"name": "12.2(55)SE",
"category": “"service_pack"”,
"product”: {
"product_id": "CVRFPID-183763",
"name"”: “"Cisco IOS 12.2SE 12.2(55)SE"
¥
s
1




Example: CSAF Document

2483 "vulnerabilities": [
crel e 2434 1

Vulnerabilities 2485 "title": "Cisco I0S and I0S XE Software Smart Install Remote Code Execution Vulnerability",
24386 "ids": [
2487 {
2488 "system_name": "Cisco Bug ID",
2439 "text": "CSCvg76186"
2490 }
2491 1,
2492 "notes": [
2493 {
2494 "title": "Summary",
2495 "category"”: “summary",
2496 "text": "A vulnerability in the Smart Install feature of Cisco IOS Software and Cisco IOS X
2497 },
2498
2499 "title": "Cisco Bug IDs",
2500 "category"™: "other",
2501 "text": "CSCvg76186"
25082 }
2503 1,
25084 "cve": "CVE-2018-8171",
2585 "product_status": {
25086 "known_affected"”: [
2587 "CVRFPID-1@3559",
2588 "CVRFPID-1083763",
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Process with CSAF

Severity

. critical
] nigh

medium

. low
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Produces and
publishes a
machine-readable
advisory.
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Process with CSAF
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Process with CSAF

1 2

\V/=1gle[e] Customer

Produces and Searches
publishes a websites for new
machine-readable and updated

advisory. advisories.
Downloads them.
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Process with CSAF

Automated

1 2

\V/=1gle[e] Customer
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Process with CSAF

Automated

1 2 3

\V/=1gle[e] Customer Customer

Produces and Searches Affected products?
publishes a websites for new
machine-readable and updated
advisory. advisories.
Downloads them.

Severity

. critical
] nigh

medium

. low
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Process with CSAF

Severity

. critical
] nigh

medium

. low

Automated

1 2 3

\V/=1gle[e] Customer Customer

Produces and Searches Affected products?
publishes a websites for new Risk assessment
machine-readable and updated (static) => adopt
advisory. advisories. criticality
Downloads them.
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Process with CSAF

Automated Automated

1 3
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Process with CSAF

Automated Automated

1 3 4

\V/=1gle[e] Customer Customer Customer

Produces and Searches Affected products? Sort advisories
publishes a websites for new Risk assessment with affected
machine-readable and updated (static) => adopt products by
advisory. advisories. criticality criticality.
Downloads them. Decide actions.

Severity

. critical
] nigh

medium

. low
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Process with CSAF

\V/=1gle[e] Customer Customer Customer

Produces and Searches Affected products? Sort advisories

publishes a websites for new Risk assessment with affected
machine-readable and updated (static) => adopt products by
advisory. advisories. criticality criticality.
Downloads them. Decide actions.

Severity

. critical
] nigh

medium

. low
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Benefits for Asset
owners

e Makes the impossible — stringent patch and update

management, which currently is often sporadic or dependent
on personal availability or interests — possible.

e Reduces human factor and individual workload

— No more manual searching for advisories
— Easier to determine affected devices
— Delegable

— See only relevant advisories

e Scalable across all participating vendors

e Enables basic risk assessment based on own environment



Requirements for
Asset Owners

e Machine-readable asset inventory
e Request advisories in CSAF from vendors

e Connection between both to leverage full potential



Two Sides of the Same Coin — Different Maturity Stages

Vendor

Quality of Asset owner- Requirements for
advisories specific internal tools and
tools and processes processes

Vendor-specific
internal tools and
processes

Security downtime accepted/

Continuous Security
minimized/mitigated

Supply chain routinely

included Routine patching

Advisory Release (CSAR)

Input data for automatic
asset management

Automatic processing of Asset management system

Unique product IDs advisories with unique product IDs

(Semi-) Automated Asset management
processing of advisories system with smart search

Existence of machine-
readable format

Content Management
System

Difficulty/maturity/
automation capability

Existence of human- Manual processing of

readable format advisories Web browser

Text editor/writer
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Next Step: Reach Stage 2 Across Parties

Vendor

Vendor-specific Quality of
internal tools and advisories
processes

Continuous Security Supply chain routinely
Advisory Release (CSAR) included

Input data for automatic
asset management

Content Management Existence of machine-
System readable format

Existence of human-
readable format

Unigue product IDs

Text editor/writer

JOASISOPEN

Difficulty/maturity/
automation capability

Asset owner-
specific internal
tools and processes

Routine patching

Automatic processing of
adyvisories

(Semi-) Automated
processing of advisories

Manual processing of
adyvisories

Requirements for
tools and
processes

Security downtime accepted/
minimized/mitigated

Asset management system
with unique product IDs

Asset management
system with smart search

Web browser




Supply chain



Timeframe of concern

Vendor Vendor
becomes releases Asset owner
aware of a patch & does
vulnerability advisory something*
® ® ® @
Vendor \§ J
analyzes the Y

vulnerability Timeframe of concern

(under control of the asset owner)

* Patch, mitigate risk, or actively accept
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Supply chain

Supplier

becomes
aware of a
vulnerability

Supplier
analyzes the
vulnerability

JOASISOPEN

Supplier
releases
patch &
advisory

Vendor
becomes
aware of a
vulnerability

Vendor
analyzes the
vulnerability

Vendor
releases
patch &
advisory

User does
something*




(Almost) Every vendor is a user

Supplier

becomes
aware of a
vulnerability

JOASISOPEN

Supplier
analyzes the
vulnerability

Supplier

releases

patch & Vendor does

advisory something*
. J

Y

Timeframe of concern
(under control of the vendor)

* Patch, mitigate risk, or actively accept



Distribution of CSAF



Where to find CSAF documents?

Valid CSAF documents

File naome restrictions

TLS enforced

TLP:WHITE freely accessible

Well-defined URL / security.txt / DNS => provider-metadata.json
List of advisories and latest changes and Fixed folder structure

or ROLIE feeds CSAF provider

Restriction on >=TLP:AMBER
All requirements from CSAF publisher

Sign own advisories

Hash advisories

Published OpenPGP keys for integrity checks
All requirements from CSAF provider

AN NN NN NN N N N NN
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Example:
provider-
metadata.json

JOASISOPEN

b W N

o |

fd b b b b | il i o
O W om Jd,m Wb WO w o

<] O b W N

O

o\

W W W oW NN NRNNNRNNNN
[Y ST I S I

o,y n

-]

O W

B N

w

W B b B B b s W W W W
o

o |

url™: "https://examplell.test/.well-known/csaf/provider-metadata.json",

ons": [

2 ry™: "TLP:WHITE advisories”,
label™: "WHITE",
"url": "https://exampleOl.test/.well-known/csaf/white/csaf-feed-tlp-white.json"

"TLP:GREEN advisories",
1": "GREEN",
"url": "https //examplell.test/.well-known/csaf/green/csaf-feed-tlp-green.json"

mary™: "TLP:AMBER advisories”,
lp label"™: "AMBER",
"url": "https://examplell.test/.well-known/csaf/amber/csaf-feed-tlp-amber.json"

v": "TLP:RED advisories",
abel": "RED",
"url": "https://examplefl.test/.well-known/csaf/red/csaf-feed-tlp-red.ijson"

true,

rprint”: "CAB38CCB1l3AAS95142678ASEETB86205B2D2F4BAF",
"https://exampleOl.test/.well-known/csaf/openpgp/CAB38CCB13AA95142678A0EETB86205B2D2F4BAF .

asc"

v": "wvendor",
"Example Company 01 PSIRT",

pace": "https://psirt.examplell.test”

"csaf trusted provider"



Example:
ROLIE feed
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"id": "csaf-feed-tlp-white",
le": "CSAF feed (TLP:WHITE)",

"self",
"nttps://examplelfl.test/.well-known/csaf/white/csaf-feed-tlp-white.json"

": "urn:ietf:params:rolie:category:information-type"”,
"csaf"

"2022-10-06T15:27:232",

"id": "ESA-2022-002",
"title": "Log4Shell affects DEF",

"self",
"nttps://examplelfl.test/.well-known/csaf/white/2022/esa-2022-002.9s0on"

"hash",
"nttps://examplell.test/.well-known/csaf/white/2022/e3a-2022-002.9s0on.sha256"

ex leO0l.test/.well-known/csaf/white/2022/es3a-2022-002.9son.shas512"

"signature”,
"https://ex leO0l.test/.well-known/csaf/white/2022/es3a-2022-002.json.asc"

hed": "2022-02-01T09:15:002Z",
i": "2022-06-07T08:15:002Z",
nt": {
. "application/json",

"https://ex leQOl.test/.well-known/csaf/white/2022/esa-2022-002.9son"

{
2": "https://docs.oasis-open.org/csaf/csaf/v2.0/csaf ison schema.json",
n": "2.0"




Scalable and resilient advisory distribution infrastructure (Saradi)

CSAF Lister CSAF Aggregator

e Trusted party e Trusted party

e “yellow pages” e Collects advisories from issuers

e List of CSAF providers and CSAF trusted e Provides them for automation
providers

e One-stop-shop
Multiple around the world (National CERTS)

e Multiple around the world (National CERTS)

e First one available at
e First one available at https://aggregator.cert-bund.de
https://wid.cert-bund.de

YOASIS OPEN (40



https://wid.cert-bund.de/
https://aggregator.cert-bund.de/

Ecosystem

Pull directly from
source

— .
" " —

) —_—

_—_.

Pull from aggregator

| I
| I
| I
| I
: https://wid.cert-bund.de https://aggregator.cert-bund.de
S |

Collect list of potential

sources
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Vendor

Vendor
becomes
aware of a
vulnerability

JOASISOPEN

Vendor
analyzes the
vulnerability

Vendor
prepares
patch

Vendor writes
advisory

Vendor
publishes
advisory &

patch




Vendor

Vendor
becomes
aware of a
vulnerability

JOASISOPEN

Vendor
analyzes the
vulnerability

Vendor
prepares
patch

CSAF content
management
system

Vendor writes
advisory

Vendor
publishes
advisory &
patch




Coordinator (CVD)

Coordinator

becomes Coordinator Coordinator
aware of a runs CVD publishes
vulnerability case advisory
CSAF content
mMmanagement
system
Coordinator Coordinator
contacts writes
vendor advisory
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User

User
retrieves
advisories

JOASISOPEN

User
compares
with asset
database
O O
User
decides
what to do

User acts

User
documents
action




User

CSAF
provider

Custom
- downloader
User

retrieves
advisories
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User
compares
with asset
database

CSAF asset
matching
system

User acts
User
decides
what to do

CSAF asset
matching
system

User

documents
action




Tools developed by the community

«  CSAF producer: https://github.com/secvisogram/secvisogram

. CSAF content management system: https://github.com/secvisogram/secvisogram +
https://github.com/secvisogram/csaf-cms-backend (WiP)

«  CSAF trusted provider: https://github.com/csaf-poc/csaf _distribution

. CSAF aggregator: https://github.com/csaf-poc/csaf _distribution

«  Provider checker: https://github.com/csaf-poc/csaf _distribution (WIP)

« CSAF management system: open for commercial and Open Source tools
« CSAF asset matching system: open for commercial and Open Source tools

«  CSAF downloader: https://github.com/csaf-poc/csaf _distribution

«  CSAF full validator: https://github.com/secvisogram/csaf-validator-service

« Your tools?

JOASISOPEN



https://github.com/secvisogram/secvisogram
https://github.com/secvisogram/secvisogram
https://github.com/secvisogram/csaf-cms-backend
https://github.com/csaf-poc/csaf_distribution
https://github.com/csaf-poc/csaf_distribution
https://github.com/csaf-poc/csaf_distribution
https://github.com/csaf-poc/csaf_distribution
https://github.com/secvisogram/csaf-validator-service

SBOM and VEX



Supply chain

CSAF Vendor

. matches
provider against Vendor
own SBOMs acts
Custom CSAF SBOM CSAF content
- ( downloader J matching management
system system

Vendor Vendor Vendor
finds decides publishes
advisory of what to do information
supplier
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How to link to an SBOM?

Product identification helpers:
Retrievable SBOM

"sbom urls": {
FFaan
"items": {
"https://example.com/location-to—-sbom"
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How to link to an SBOM component?

CycloneDX:

"X generic uris": |
{

"namespace”": "https://cvclonedx.org/capabilities/bomlink/",
"uri": "urn:cdx:411dafd2-c29f-491a-97d7-e97deSbc2289/1#pkg:maven/org.jboss.logging/jboss-logging@3.4.1.Final?type=jaxr"

SPDX:

"X generic uris": [
{

"namespace”: "https: .github.io/spdx-spec/document—-creation-information
"ari": "https://swinslow.net/spdx-examples/exampled/main-bin-v2#SPDXRef-1libc"

t65—spdx—-document—-namespace—-field"”,

Y OASISOPEN ©




Not every vulnerability is exploitable...

e Vulnerability Exploitability eXchange (VEX)
e Communicate product status explicit

e Machine-readable to address scalability

YOASISOPEN ©



D)
Zephyr Security Update on Amnesia:33

AMNESIA

The Zephyr project received notification of this vulnerability through CERT before the publication date. We analyzed these
vulnerabilities, and any affected code, and concluded that the Zephyr project is not impacted by any of these vulnerabilities, neither
in the current releases, nor in any Long Term Support release.
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VEX is a Profile in CSAF

The Vulnerability Exploitability eXxchange (VEX) allows a software
supplier or other parties to assert the status of specific
vulnerabilities in a particular product..

References:
CISA’s VEX Use Cases: https://www.cisa.gov/sites/default/files/publications/VEX Use Cases Aprill2022.pdf

CISA’s VEX Justifications: https://www.cisa.gov/sites/default/files/publications/VEX Status Justification Jun22.pdf

YOASISOPEN
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How does this work?

: 000
What software components are you using?
< Here is my SBOM Eg
(SPDX or CycloneDX)

USER i

Il )

Product X
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How does this work?

: 000
What software components are you using?
< Here is my SBOM Eg
(SPDX or CycloneDX)

USER

— Product X

What security vulnerabilities affect those
components or are fixed?

My SBOM includes the list of affected, under
<«—investigation, and fixed vulnerabilities (as of today) using the—
Vulnerability Exploitability Exchange (VeX)
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What software components are you using?————>»

Here is my SBOM
(SPDX or CycloneDX)

USER

— Product X

What security vulnerabilities affect those
components or are fixed?

My SBOM includes the list of affected, under
<«—investigation, and fixed vulnerabilities (as of today) using the—
Vulnerability Exploitability Exchange (VeX)

But, that's "point-in-time"... new vulnerabilities

H - >
are disclosed on a regular basis...

No worries, you can use the Common

YOASISOPEN < Security Advisory Framework (CSAF) @
-
VeX documents...




VEX Statuses and Justifications

known affected component_not_present

inline_mitigations_already_exist

ﬁxed vulnerable_code_cannot_be_controlled_by_adversary

vulnerable_code_not_in_execute_path

kn OoWwn_n Ot — Oﬂ:eCted vulnerable_code_not_present

VEX Justifications: https://www.cisa.gov/sites/default/files/publications/VEX Status Justification Jun22.pdf

Y OASISOPEN © 7



https://www.cisa.gov/sites/default/files/publications/VEX_Status_Justification_Jun22.pdf

You Don’t Need
an SBOM to VEX

Q OASISOPEN



Example of “Dynamic Automated” Advisories

Internal Tools

Engineering

; : Statuses

VEX

and

Justifications

Vuln Disposition Portal

D

api

External Tools
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Portal

D

api

CSAF
VEX

rr—_i

ROLIE FEEDS

A

Customer

Scan Reports
Rumors

Compliance

Product Certification

AN




CSAF in operations



Organizations publishing CSAF

], TIBC% SIEMENS

c I S C o Federal Office
% ‘ for Information Security
ORACLE
Life Is On Sdéneﬁigﬁf ‘ Red Hat

@ Hitachi Energy ARISTA
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summary



Summary and Action items

« Number of vulnerabilities discovered is rising => numlber of advisories as well
« Advisories are needed for risk-based decisions

« Automation is possible — so automate the boring stuff

* Request your vendors to provide CSAF 2.0
« Provide CSAF documents to your customers to ease their pain

« Spread the word! #0CSAF #advisory
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