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Attendees may submit questions using the Zoom question panel. 
Q&A with panelists will take place at the end of the program.

This presentation will be recorded and available to members after the event.



Diane Morris, Cisco Justin Murphy, CISA Thomas Schmidt, BSI Omar Santos, Cisco

Speakers



“By publishing security 
advisories using CSAF, 
vendors will dramatically 
reduce the time required for 
enterprises to understand 
organizational impact and 
drive timely remediation.”

— Eric Goldstein, Executive Assistant 
Director of Cybersecurity, CISA 

From Transforming the Vulnerability Management 
Landscape blog post, published Nov 14, 2022 



https://github.com/lunasec-io/lunasec/blob/998c69decc0894a214efa035854b48b1af18eb6e/docs/static/img/log4shell-logo.png
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https://github.com/lunasec-io/lunasec/blob/998c69decc0894a214efa035854b48b1af18eb6e/docs/static/img/log4shell-logo.png
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Challenges:
• Huge manual effort

• Still a manual comparison
• Possibly outdated

• Not available for day-to-day operations



Manual process
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Manual Processes
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Problems to Solve

14

● Many vendors – all with different formats 
and distribution methods

● Number of security advisories is rising

● SBOM adds to overload

● Not every vulnerability can be exploited

Scalability

Exploitability



What is CSAF?
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Common Security Advisory Framework

● International, open and free standard

● Machine-readable format for security advisories (JSON)

● Standardized way of distribution security advisories

● Build with automation in mind

● Standardized tool set

● Successor of CSAF CVRF 1.2



Example: CSAF Document
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Document



Example: CSAF Document
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Product Tree



Example: CSAF Document
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Vulnerabilities



Process with CSAF
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Benefits for Asset 
Owners
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● Makes the impossible – stringent patch and update 
management, which currently is often sporadic or dependent 
on personal availability or interests – possible.

● Reduces human factor and individual workload
─ No more manual searching for advisories

─ Easier to determine affected devices

─ Delegable

─ See only relevant advisories

● Scalable across all participating vendors

● Enables basic risk assessment based on own environment



Requirements for 
Asset Owners
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● Machine-readable asset inventory

● Request advisories in CSAF from vendors

● Connection between both to leverage full potential



Two Sides of the Same Coin – Different Maturity Stages
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Vendor

Vendor-specific 
internal tools and 

processes

…
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Security downtime accepted/ 
minimized/mitigated
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Next Step: Reach Stage 2 Across Parties

31

Vendor

Vendor-specific 
internal tools and 

processes

…

Continuous Security 
Advisory Release (CSAR)

Unique product IDs

Content Management 
System

Text editor/writer

Quality of 
advisories

…

Supply chain routinely 
included

Input data for automatic 
asset management

Existence of machine-
readable format

Existence of human-
readable format

Asset Owner

Asset owner-
specific internal 

tools and processes

…

Routine patching

Automatic processing of 
advisories

(Semi-) Automated 
processing of advisories

Manual processing of 
advisories

Requirements for 
tools and 
processes

…

Security downtime accepted/ 
minimized/mitigated

Asset management system 
with unique product IDs

Asset management 
system with smart search

Web browser

D
iff

ic
ul

ty
/m

at
ur

ity
/

au
to

m
at

io
n 

ca
pa

bi
lit

y



Supply chain
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Timeframe of concern
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Vendor 
becomes 

aware of a 
vulnerability

Vendor 
analyzes the 
vulnerability

Vendor 
releases 
patch & 
advisory

Asset owner 
does 

something*

* Patch, mitigate risk, or actively accept 
risk 

Timeframe of concern
(under control of the asset owner)



Supply chain
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Supplier 
becomes 

aware of a 
vulnerability

Supplier 
analyzes the 
vulnerability

Supplier 
releases 
patch & 
advisory

Vendor 
becomes 

aware of a 
vulnerability

Vendor 
analyzes the 
vulnerability

Vendor 
releases 
patch & 
advisory

User does 
something*



(Almost) Every vendor is a user
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Supplier 
becomes 
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releases 
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something*
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Distribution of CSAF
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Where to find CSAF documents?

ü Valid CSAF documents
ü File name restrictions
ü TLS enforced
ü TLP:WHITE freely accessible

CSAF publisher

ü Well-defined URL / security.txt / DNS => provider-metadata.json
ü List of advisories and latest changes and Fixed folder structure
ü or ROLIE feeds
ü Restriction on >=TLP:AMBER
ü All requirements from CSAF publisher

CSAF provider

ü Sign own advisories
ü Hash advisories
ü Published OpenPGP keys for integrity checks
ü All requirements from CSAF provider

CSAF trusted 
provider

37
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Example: 
provider-
metadata.json
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Example: 
ROLIE feed



Scalable and resilient advisory distribution infrastructure (Saradi)

CSAF Lister

● Trusted party

● “yellow pages”

● List of CSAF providers and CSAF trusted 
providers

● Multiple around the world (National CERTs)

● First one available at 
https://wid.cert-bund.de

CSAF Aggregator

● Trusted party

● Collects advisories from issuers

● Provides them for automation

● One-stop-shop

● Multiple around the world (National CERTs)

● First one available at 
https://aggregator.cert-bund.de
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https://wid.cert-bund.de/
https://aggregator.cert-bund.de/


Ecosystem
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BSI CSAF trusted 
provider

public

CSAF 
Aggregator

CSAF 
Lister

https://aggregator.cert-bund.dehttps://wid.cert-bund.de

public

Vendor Vendor Vendor Vendor

Pull Manual Pull 
/ Push

… …

Pull

User

Pull directly from 
source

Pull from aggregator

Collect list of potential 
sources

https://aggregator.cert-bund.de/
https://wid.cert-bund.de/


Tools
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Vendor

Vendor 
becomes 

aware of a 
vulnerability

Vendor 
analyzes the 
vulnerability

Vendor 
prepares 

patch

Vendor writes 
advisory

Vendor 
publishes 
advisory & 

patch
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Coordinator 
becomes 

aware of a 
vulnerability

Coordinator 
contacts 
vendor

Coordinator 
runs CVD 

case

Coordinator 
writes 

advisory

Coordinator 
publishes 
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CSAF 
trusted 
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CSAF content 
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system

Coordinator (CVD)
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User 
retrieves 

advisories

User 
compares 
with asset 
database

User 
decides 

what to do

User acts

User 
documents 

action

User
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CSAF asset 
matching 

system
SSVCCustom 

downloader
CSAF asset 
matching 

system



Tools developed by the community

• CSAF producer: https://github.com/secvisogram/secvisogram

• CSAF content management system: https://github.com/secvisogram/secvisogram + 
https://github.com/secvisogram/csaf-cms-backend (WIP)

• CSAF trusted provider: https://github.com/csaf-poc/csaf_distribution

• CSAF aggregator: https://github.com/csaf-poc/csaf_distribution

• Provider checker: https://github.com/csaf-poc/csaf_distribution (WIP)

• CSAF management system: open for commercial and Open Source tools

• CSAF asset matching system: open for commercial and Open Source tools

• CSAF downloader: https://github.com/csaf-poc/csaf_distribution

• CSAF full validator: https://github.com/secvisogram/csaf-validator-service

• Your tools?
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https://github.com/secvisogram/secvisogram
https://github.com/secvisogram/secvisogram
https://github.com/secvisogram/csaf-cms-backend
https://github.com/csaf-poc/csaf_distribution
https://github.com/csaf-poc/csaf_distribution
https://github.com/csaf-poc/csaf_distribution
https://github.com/csaf-poc/csaf_distribution
https://github.com/secvisogram/csaf-validator-service


SBOM and VEX



Vendor 
finds 

advisory of 
supplier

Vendor 
matches 
against 

own SBOMs

Vendor 
decides 

what to do

Vendor 
acts

Vendor 
publishes 

information

Supply chain
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CSAF SBOM 
matching 

system
SSVCCustom 

downloader

CSAF 
trusted 

provider

CSAF content 
management 

system



How to link to an SBOM?
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Product identification helpers:

Retrievable SBOM



How to link to an SBOM component?
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CycloneDX:

SPDX:



Not every vulnerability is exploitable…

● Vulnerability Exploitability eXchange (VEX)

● Communicate product status explicit

● Machine-readable to address scalability
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VEX is a Profile in CSAF

The Vulnerability Exploitability eXchange (VEX) allows a software 
supplier or other parties to assert the status of specific 
vulnerabilities in a particular product..
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References:
CISA’s VEX Use Cases: https://www.cisa.gov/sites/default/files/publications/VEX_Use_Cases_Aprill2022.pdf
CISA’s VEX Justifications: https://www.cisa.gov/sites/default/files/publications/VEX_Status_Justification_Jun22.pdf

https://www.cisa.gov/sites/default/files/publications/VEX_Use_Cases_Aprill2022.pdf
https://www.cisa.gov/sites/default/files/publications/VEX_Status_Justification_Jun22.pdf


How does this work?
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USER



How does this work?
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USER
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VEX Statuses and Justifications
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under_investigation

known_affected

fixed

known_not_affected

component_not_present

inline_mitigations_already_exist

vulnerable_code_cannot_be_controlled_by_adversary

vulnerable_code_not_in_execute_path

vulnerable_code_not_present

VEX Justifications: https://www.cisa.gov/sites/default/files/publications/VEX_Status_Justification_Jun22.pdf

https://www.cisa.gov/sites/default/files/publications/VEX_Status_Justification_Jun22.pdf


You Don’t Need 
an SBOM to VEX



Example of ”Dynamic Automated” Advisories

ü Scan Reports
ü Rumors
ü Compliance
ü Product Certification

61



CSAF in operations
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Organizations publishing CSAF
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Summary
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Summary and Action items
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• Number of vulnerabilities discovered is rising => number of advisories as well

• Advisories are needed for risk-based decisions

• Automation is possible – so automate the boring stuff

• Request your vendors to provide CSAF 2.0

• Provide CSAF documents to your customers to ease their pain

• Spread the word! #oCSAF #advisory
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